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BO CONG AN CONG HOA XA HQI CHU NGHIA VIET NAM

CONG AN TINH QUANG NGAI Doc 1ap - Tw do - Hanh phic
S6: 451 /CAT-ANM Qudng Ngdi, ngay 03 thdng 7 nidm 2025

V/v tiép tuc trién khai mot sb giai phéap
bao dam an toan thong tin mang

tinh Quang Ngéi (mdi)
Vx_m_w - Kinh gi:
HO, ‘},,,‘,,Q;JW/ - Uy ban MTTQ Viét Nam tinh;
*" g - Van phong Tinh tty, UBND tinh;

- Véan phong Poan PBQH&HDND tinh;

- Céc s0, ban, nganh; Hdi, doan thé tinh;

- UBND céc x4, phuong, Pac khu Ly Son;

- Trudng Pai hoc Pham Van D@)ng;

- Trudng Cao dang Cong dong Kon Tum;

Cao déng Viét Nam - Han Qudc - Quéng Ngii;

Nhim nang cao ning luc phong chéng ma doc, giam nguy co de doa, loai
bo cac mi dbc tiém an trong hé théng thong tin va ting cuong hi€u qua cong tac
gidm sat, xir ly suw c¢6 gdy mét an toan théng tin mang trén dia ban tinh Quang
Ngai. Thuc hién chic ning, nhiém vu bao dam an toan thong tin, an ninh mang,
Céng an tinh dé nghi céc co quan, don vi thuc hién cc ndi dung sau:

1. Trién khai thuc hién hi€u qua cong tdc bdo ddm an toan thong tin, an
ninh mang véi cong tac chuyén dbi sb, tng dung cong nghé thong tin, phat trién
chinh quyén s, kinh té sb, xa hdi s8. Quan triét nguyén tic ngudi ding dau co
quan, don vi chiu trich nhiém truéc Chit tich UBND tinh néu dé xay ra viéc mat
an toan théng tin, an ninh mang, 16 méat bi mat nha nudc trén khong gian mang
tai co quan, don vi quan ly.

2. Phén cong can b, cong chirc, vién chirc phu trach céng tac chuyén dbi
s6, bao dam an toan théng tin, an ninh mang cla co quan, don vi lam dau méi
tiép nhén, tham muru, trién khai céc giai phap bao dam an toan thong tin, an ninh
mang theo huéng din ctia céc don vi chiic ning va tham gia P6i ing cttu su ¢b
an toan thong tin mang tinh Quang Ngéi (Idp danh sdch va tham gia nhém Zalo
theo Phu luc I).

3. Chi dao, quén triét cong chirc, vién chiic, ngudi lao déng thay dbi mét
khau cho 1an déng nhép dAu tién vao cac hé théng théng tin thu dién tir cong vu
tinh; thuong xuyén thay d6i mat khiu dang nhép dinh ky 01 lan/3 thang. Péi véi
he théng théng tin c6 xac thuc da nhan t6 c6 do dai mét khau t6i thiéu 8 ky tu,
néu hé théng théng tin khéng sir dung xac thyc da nhén t6 d6 dai mat khau tbi
thiéu 14 ky tu (bao gbém: chit hoa, chit thuong, ky tu déc biét va chix sd). Khoéng
Iwu gift méat khau trén trinh duyét Internet, tuyét dbi khong sir dung tai khoan thu
céng vu clia tinh d& ding ky vao cdc mang x3 hdi, dién dan va cac trang thong
tin cong cong khac.
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4. Khén truong phdi hop Céng an tinh: ¥ Chia sé dit lidu véi hé théng
gidm sét, didu hanh an toan, an ninh mang tip trung tinh (SOC) dbi véi cac hé
théng thong tin d4 trién khai thiét bi tudng ltra bao vé nhung chua thuc hién chia
sé dir liéu; @ Xac minh, xu ly céac su ¢ an toan thong tin, an ninh mang lién
quan hé théng thong tin ctia don vi khi nhan duoc théng bio, canh bao tir Cong
an tinh, ddng thoi, bdo cdo su c¢b theo miu tai Piéu 9, Thong tu 20/2017/TT-
BTTTT ngay 12/9/2017 ctia Bé Théng tin va Truyén théng quy dinh vé diéu
phéi, tng ctru sy ¢b an toan thong tin mang trén toan qubc gii v& Céng an tinh
(qua Phong An ninh mang va phong, chong t6i pham sir dung céng nghé cao).

Péi v6i cac co quan, don vi cham hodc khong trién khai phdi hop xi 1y
céc sy cb duoc canh bio giy anh hudng dén hoat déng cac hé thdng thong tin
trén dia ban tinh, Céng an tinh s& tién hanh kiém tra, xtr 1y theo quy dinh (xi Iy
vi pham hanh chinh vé vi pham cdc quy dinh vé dam bdo an toon théng tin va
ing citu sy ¢6 an todn théng tin mang' hode xiv Iy hinh sw, néu xdy ra hdu qua
nghiém trong).

5. Trén co s& nhiing nén tang phong, chdng ma doc tap trung da trién
khai, sir dung ctia tinh Kon Tum va Quang Ngii trude sap nhap”. Tiép tuc su
dung trién khai phuc vu cong tac phong, chong ma ddc, giam nguy co de doa,
loai b6 cac mi doc tiém an trong hé thdng thong tin ctia tinh Quang Ngai (mdi).
T4t c4 may tinh két ndi vao hé théng théng tin cla cac co quan, don vi phai
duogc cai dat phan mém phong, chdng méi doc c6 ban quyén. C4 nhan, td chic
duoc lua chon cai dat maéi Phin mém BKAV Endpoint Client hoac Phin mém
Viettel Endpoint Detection & Protection (EDP Viettel):

5.1. D6i véi phin mém BKAV Endpoint Client:

- Trudng hop thiét bj da cai phdn mém, t6 chuc thiét 1ap lai thong tin c4
nhan 1a cht thé quan ly, sir dung thiét bi trén phan mém BKAV Endpoint Client
(theo Phu luc II); dong thoi, ra soat, théng ké theo Mau 01 (kém theo) dé duoc
diéu chinh lai trén hé théng.

- Truong hop cai dat mdi (theo Phy Iuc III) va thuc hién théng ké theo
Mau 02 (kém theo).

5.2. Dbi voi phin mém EDP Viettel

- Truong hop thiét bi di cai phan mém, t6 chirc ra sodt, thong ké theo
Mau 01 (kém theo) dé& duogc diéu chinh lai cac théng tin lién quan vé chu thé
quan ly, sir dung thiét bj trén hé thong.

- Truong hop cai dat moi (theo Phu luc IV) va thuc hién théng ké theo
Mau 02 (kém theo).

! Khoan 4 Diéu 78 Nghi dinh s6 15/2020/ND-CP ngay 03/02/2020 ciia Thii tuéng Chinh phit v& quy dinh
xir phat vi pham hanh chinh trong Iinh virc buu chinh, vin théng, tan s6 v6 tuyén dién, cong nghé thong tin va
giao dich dién tir, véi mirc phat tién tir 50 triéu d(“)ng dén 70 triéu déng.

? Phin mém BKAV Endpoint Client di v6i céc co quan, don vi thude khu vurc tinh Quang Ngai; Phin
mém Viettel Endpoint Detection & Protection (EDP) dbi véi cac co quan, don vi thudc khu vuc tinh Kon Tum.
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5.3. Néu c6 nhu cdu ding ky bd sung ban quyén st dung Phin mém
BKAV Endpoint Client, Phan mém EDP Viettel d6i véi may tinh thudc pham vi
quéan 1y chua duoc cai dit céc giai phap phong, chéng ma doc, dé nghi gii van
ban ding ky s6 luong qua Email: anm-ca@quangngai.gov.vn hodc Phong An
ninh mang va phong, chéng t6i pham st dung cong nghe cao - Cong an tinh (dia
ch1 403 Lé Loi, phuong Nghia L9, tinh Quang Ngai) dé dugc cung cp bd sung
sd luong ban quyeén.

Luu y: Dbi véi may tinh c6 cdu hinh k¥ thuat yéu khéng cai dit hé didu
hanh Windows 10 trd 1én (c4c phién ban thap hon da ngimg hd tro ban cap nhat
bao mat) va phdn mém BKAYV Endpoint Client hodc phan mém EDP Viettel. D&
nghi don vi ning cp phin cimg d& cai dit hodc chi st dung d6c 1ap, khong két
nbi vao hé théng thong tin ctia don vi.

6 Két qua ra sodt, thong ké (Phuc lyc I, M&u 01, 02) va vin ban ding ky
nhu cau bd sung ban quyén st dung phan mém phong, chéng ma doc gui vé
Cong an tinh (qua Phong An ninh mang va phong, chdng t6i pham sir dung cong
nghé cao) trudc ngay 11/7/2025.

Qua trinh thuc hién, néu c6 kho khin, Vu(mg miéc, kip thoi 1ién hé Cong
an tinh (qua Phong An ninh mang va phong, chéng téi pham sir dung cong nghe
cao - Cong an tinh; cdn bé phéi hop: dong chi Thuong vy Hoang Gia Bao; so
dién thoai: 0916.401.448; email: hgbaopa05-ca@quangngai.gov.vn).

bé nghi Thil truéng cic co quan, don vi quan tAm chi dao thuc hién.4£_

Noi nhin:

- Nhu trén;

- UBND tinh (bao cao);

- Lanh dao Coéng an tinh (bao céao);
- Phong Tham muu;

- Luu: VT, ANM(D1).

Dai ta Vo Van Duong




(Kém theo Cong van s6. -/ 54 /CAT-ANM ngay €3/7/2025 ciia Céng an tinh)
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PHU LUCI

Phan cong dau moi tiep nhan, tham muwu, trién khai

cac gidi phap bdo dam an toan thong tin, an ninh mang

1. Lap danh sach diu méi theo mAu
Luu y: DPéi véi céc co quan, don vi co bd tri tru sé lam viéce tai khu vuc
tinh Kon Tum (cti) hodc c6 nhiéu tru sé cach xa; dé thuan tién trong cong tic
ting ctu s ¢ kip thoi, ¢6 thé bd sung thém nhiéu hon mot ddng chi phu  trach.

Ho va . Ponw, | Temhdg | | Piachi | Ghi
TT A Chire vu cong cong nghé | So dién thoai . h
tén . n . Email chua
tac thong tin
Thac si
Nguyén Ph6 Chanh Van (ChCuN gr;r ia nva@quangn | Vi
1| B g phong | phong YOLEIE 1 0914.237.369 @dquang
Vian A . e 3 ATTT - co gai.gov.vn du
Tinh uy Tinh ty . ;
Chung chi
quoc t&¢ CEH)
Nguyén Ph Chnh 1\1/(‘2)1121 nvb@quangn | Vi
2 VgﬁnyB Vin phong SBN% K§ su CNTT | 0964.357.368 qquang i
UBND tinh ; gat.gov.vil E
tinh
3

tham gia nhom “Do6i ting ciru ATTT Quang Ngai”

2. Tham gia nhém Zalo “Doi ing ctu ATTT Quéng Ngai”
Céc dong chi duogc phén cong lam déu moi thuc hién truy cap tai khodn
Zalo ca nhan quét Ma QR, dién day du thong tin Ho va tén, Pon vi cong tac dé

Ml mol ngudi tharm gia nhém bang méz QR hodc link dudi
day:

Doi ting clru ATTT Quéang Ngai

zalo.me/g/zjsfqk507
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PHU LUC II
Thiét lap lai thong tin ca nhan sir dung

phin mém phong, chong ma doc tap trung BKAV Endpomt Client
(Kém theo Cong vin s6: 151 /CAT-ANM ngay 02/7/2025 ciia Céng an tinh)

Buée 1: Mo phan mém Bkav Endpoint trén thiét bi da cai dit s& duoc két
qué nhu hinh bén dudi:

Khu vi'ec quét

‘@ Quét nhanh 7} windows

< Toan bd may {1 C\Users\kythu
> Chon thu muc "1 Program files

Cau hinh quét

{3 oatlich quét {3y Cau hinh ndng cao
Bao vé theo cach

Y chuyén nghiép !
(5 G3p van d& v& mdy tinh, ban bdm vao day d& dugc HE trg y ghep

@_ 'uh:atk{

. Qin guy‘én- §

@ Trg giﬂpb

Buée 2: Click chudt trai vao muc Ban quyén; sau d6 nhin vao nit Sira
thong tin:

Théng tin ban quyén st dung Luny
Ténkhdch hang:  NGUYEN VAN ANH Client 1D 8875 i dung Bkev Endpoint cé bin
Céng ty:  STTIT Quang Ngai Group: Cong an tinh qt.{e'\ s;e 8 34 tinh adng wu
#) >
Dién thogi: 0305942447 Ngdy héthan:  31/12/2025 Vit va B tro k¥ thudt truc idp

Emails nvanh-stitt&quangngai.gov.va

Théng tin phign ban

Definition version: 8333
Engine version: 8.2.1

Pattern codes: 39.306.368

) KELndi 1 mdy chi Bkax Endpoint

Update;

13/04/2025 - Build 17h15

1 cdc chuyéin gla

& Néugipbitcrvingd gs &
virus, ban m the g.!s Chin
dodn, gm yéu By ‘xe st
Bkav tai tab Try gitp.

% Ban clng <6 hé gl email 1
&kavBcOébkav comyn hode got

&n thogt cho khach hang
Skav -r:‘,‘poem 0243767 7150 8¢
duee vd try Rip th,
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-Buée 3: Cép nhat cac thong tin ca nhan sur dung phan mém; lwu y: ghi
ro ho va tén, sb dién thoai lién lac va dia chi thw dién ti nhu hinh sau:

Théng tin ¢a nhan

Ban c3n nhdp 3y nq tin c’i ¢a

Tén naudi st dungd [NGLYEN VAN BA

S& gién thoai 1&3@5&4244?

Email Invba}stttt@quangngai.gov.vn )

Ban &3 thay £51 thirh cng thdng tin ¢d nhan !
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PHU LUC III
Hu’0’ng din cai dat, diing ky ban quyén
phan mém phong, chong ma doc tap trung BKAV Endpomt Client
(Kém theo Cong vin s6: AS4 JCAT-ANM ngay 03 /07/2025 cua Céng an tinh)

Buéc 1: Tai file BKAV Endpoint Client bing cich tim kiém link online

thi vé& tir trinh duyét: bkav.com.vn/bkavent; mat khiu giai nén:
Bkav@1S5Endpoint.

Luru y: Trude khi cai dat Bkav Endpoint Client, cAn g& bé cic phin mém
diét virus khdc trén mdy tinh dé tranh xung d6t gdy treo hé théng, anh huéng
dén qua trinh va hiéu qua xir ly virus.

Buwde 2: Sau khi da giai nén, click chudt phai vao file cai dit c6 bén trong
thu muc s& dugc két qua nhu hinh dudi:

i@ Bkav Endpoint Installation X |

Dang khdi tao tai nguyén.

Inteimet Seauriy

Chao mirng

Cam on ban d3 str dung Bkav Endpoint. Mdi ban bam vao nit "Tiép tuc” d&€ bt dau
qua trinh cai dat.

T eng Vtet V’f
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Budre 4: Chon thu muc Iuu phdn mém BKAV Endpoint Client trén thiét
bi va nhat nat Cai dat:

— e - = i

¥

i

| &% Bkav Endpoint Setup - : X

Thu myc cai dat
Ban bam vao nat "Cai d&t™ 4 bat d5u qué trinh ¢ d3t, hodc bdm véo nit Thay déi"
dé thay dbi thu muc ¢3i gat.
;
Cai dat Bkav Endpoint vao thu myc: :
C:'Program Files (x36)'BkavEnterprise
Thay déi ...
S S S AR m&w&mmmm»m
Huy bo
-

Khi cai dit xong, Bkav s& dua théng bao cin khéi dong lai may tinh, bAm
Khéi dong lai.

Khu viy'c quét

¢ Quét nhanh v \indnie

Bleav

Toan bé may

0 Chon thy muc
Khéi déng lai méy tinh d& hoan 13t qud irinh cai da:

Luu y: Ban hdy dong céc (ng dung dang md trudc khi
khdi déng lai.

Céu hinh quét

D3t lich quét

< Gap van de véy
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Bude 5: Sau khi thiét bi khoi dong lai, s& tw déng xuét hién thong bao cua
BKAYV Endpoint vé viée dang ky v6i mdy cht BKAYV; sau do click vao nit Dong y dé

tién hanh ding ky ban quyén (hodc chay phin mém Bkav Endpoint trén thiét bi, sau
d6 vao muc Ban quyén, click chudt trai vao nat Pang ky).

Ban cdn phai ddng ky vdi mdy chi BKAV d€ ¢6 day du

cdc tinh ndng cda Bkav Endpoint.

- Giao dién dang ky ban quyén s& hién lén.

CThéng tin ¢ nhdn .

Tén ngusdi st dung l

SG dién thoai

Tén mdy chd

|
Email l
!

R W

Bu’ac 6: Nhép thong tin vao céc 6 c6 déu (*) nhu hinh ben dudi; sau do
bam Pong y dé ding ky ban quyén. Luu y: ghi rd ho va tén, s dién thoai lién
lac, thw di€n tir va tén may chii 1a: endpoint.quangngai.gov.vn.

. Théng tin ¢ nhén
. Tén ngudi s dung ]NGUYEN VAN ANH 169’

S6 Gién thoai 10995442447 )

Email !nvanh-stttt@quangngai gov.wn

 Ténmay chi ]endpoim.quangngai.gov.vnl
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Buée 7: Nhap mat khiu dang nhap, mdi don vi s& duoc tao 01 mét khau riéng
biét (mat khau do Phong An ninh mang va phong, chéng t6i pham sir dung cong nghé
cao cung cip bang cac hinh thirc: giri qua Email, nhém Zalo “Poi ung ctru ATTT
Quang Ngai”).

Mét khé{u I#kxxxxxwgi

e

- Két qua thanh cong s& xuét hién thong béo sau:

Chic ming ban €3 dang ky thanh cdng i

e e S o
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PHU LUC1V
Huwéng din cai dat, ding ky ban quyén phin mém phong, chdng
ma ddc tap trung Viettel Endpoint Detection & Protection (EDP Viettel)
(Kem theo Céng viin s6: A 51 /CAT-ANM ngay ©3/07/2025 cua Céng an tinh)

Buéc 1: Tai file AgentInstaller_OnPremise_EDP.... x64.exe (d6i vé6i
thi¢ bi st dung hé didu hanh  windows 64 bit);
Agentlnstaller_OnPremise_EDP.... x86.exe (d6i v6i thiét bi st dung hé diéu
hanh windows 86 bit); néu dung hé diéu hanh Ubuntu st dung 02 file cudi trong
danh sich. Bang cach tim kiém link online tadi vé& tir trinh duyét:
https://116.103.229.122/setup/; thuc hién, tai file cai dat twong thich véi hé
didu hanh dang sir dung.

&« o ¢ © Notsecure  hitps//116.103.229.122/setup/

Index of /setup/

J

BeentInstaller OnPremise EOP_4.93.0 x64.exe 23-Nov-2824 ©8:58 421748296
:gentInstaller OnPremise ECP_4.93.8_x86.exe 23-Nov-2024 ©B8:58 374200324

Lo, < M ©5-Mar-2025 09:15 117172262
ajiant_centos6 4.164.0 x64 full.rpm 06-4ar-2025 09:01 76233288
ajiant_centos6 4.105.0 x64 full.rpm 13-May-2025 11:02 182321392
ajiant ceatos? 4.1€4.0 x64 full.rpm 06-Mar-2825 03:02 81725668
ajiant_centos7 4.165.¢ x64 full.rpm 13-May-2025 11:83 81987680
ajiant debian_4.3104.0 x64 full.deb 06-Mar-2025 09:08 112975084
a2jiant_debian_4.195.0 x64 full.deb 13-May-2025 11:01 1133908216
ajiant redhat? 4.1€4.2 x86 64 full.rpm 06-Mar-2025 09:03 80128496
aijiant redhat? 4.1685.0 x86_64_full.rpm 13-May-2025 11:05 86391132
aiiant redhat8 4.104.2 x86 64 full.rpm 06-Mar-2025 09:03 79880032
ajiant_redhat8 4.165.9 x86_64 full.rpm 13-May-2025 11:04 80141760
ajiant ubuntu 4.104.9 x64 full.deb 06-1ar-2025 09:08 122348048
ajiant _ubuntu_4.105.0 x64 full.deb 13-May-2025 11:01 122624654
robots.txt 07-Nov-2024 ©7:33 26

Buoc 2: Tlen hanh cai dat ﬁle da tai bang Run as admmlstrator

@D ® W T Sort ~ = View v
Name Date medified Type Size
v Last week Open
M Agentinstalle® 7 Run as administrator ' Application 392,334 KB

Run as different usgr
¥ winRar >
Move to OneDrive
Edit in Notepad
Add to Favorites
Share with Zalo

e

Troubleshoot compatibility
Pin to Start
& Scan with Microsoft Defender...

Give access to >
Pin to taskbar

Copy as path

Share

R

Restore previous versions
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Bwée 3: S& dugc giao dién nhu bén dudi va click chudt phai vao nut
Install.

Budc 4: Lya chon thu muc dé cai file hodc dé mac nhu mat dinh, tiép tuc
click nat Next

Buée 5: Cau hinh dé thuc hién cai dit; thong tin Group ID (do Phong An
ninh mang va phong, chong téi pham sir dung céng nghé cao cung cdp cho méi don vi,
bang cdc hinh thirc: giti qua Email, nhom Zalo “Déiving citu ATTT Qudng Ngdi”)
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Setting config
Group D

xavegiang Pang Van Thuong

Installing .- -
ease walit for the installation to completel

o loading. .| = s P
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Bude 6: Giao dién da cai dat xong phan mém EDP Viettel,
Continoue dé quay vé giao dién phin mém phong, chéng ma ddc.

S ¥
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